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Parents... it’s time for US to stick together. WE want to protect your children from the dangerous side
of the online world, and we can only do that with YOUR help. We ALL need to be on the same page,
and follow the guidance together. Let’s stick together to keep our children safe. This is why...

Online Grooming is when someone befriends and builds an emotional relationship with a child and
communicates with them through the intemet with the intent to commit a sexual offence. This type
of victimisation can take place across any platform; from social media and messaging apps to online
gaming and live streaming. Often it involves young people being tricked, forced or pressured into
doing something they wouldn't normally do (coercion) and often the groomer’s goal is to meet the
victim in a controlled setting to sexually or physically abuse them. In some cases children may be
abducted or have long-lasting psychological damage.

Online grooming can and does take place across any platform — please follow the age limit guidance
and don’t allow your children to use them
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ROBLOX STUDIO

The Roblox Studio allows users to create

Friends of friends can join conversations on the
platform without the need to be connected or known
to all the other users in the chat. Houseparty calls this

feature ‘Stranger Danger: While it does alert users
when individuals they may not know enter their chat
room, it also suggests strangers might be a reason for
‘party time. There's also the danger of people
attempting to deliberately mislead others by using
false names or usermames.
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their own games and ‘worlds’ for others to
play on the platform. As the games are
user generated, it gives users the freedom
to potentially include things you do not
want your child to be exposed to, for
example, weapons, violence and even
pornographic content. There are no age
restrictions on the games created In the
Roblox Studio and to remove games from
the platform Roblox relies on people
reporting negative/vicolent content.

ONLINE PREDATORS




While Snapchat’s gimmick is that all photos, videos
and text disappear eventually, users still have the
capability to screenshot or record anything which
has been sent to them. Users may sometimes
forget that screenshotting is possible and send a
compromising image or message to somebody
who they think they trust. Due to ‘Snaps’
disappearing, (users can even send a one-second
photo or video), Snapchat has become the chosen
platform for children and young people to send
sexually explicitimages or'selfies. Once a
phutm'vil:len has been screenshotted, or recorded
usln another device or software, this can lead to

rther dangers, such as blackmail and
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It is illegal to make, possess,
download, store and share sexual
images, photos and videos ofa
person under the age of 18. This
also includes any sexual images,
photos and videos that a child
may have taken of themselves.
However, if a young person is
found creating or sharing images,
the police can choose to reco
that a crime has been committed,
but taking formal action isn't in
the public interest.
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INAPPROPRIATE CONTENT
EASY TO ACCESS

Any child with a Gmail account can sign into
YouTube & access videos. Some content is
flagged ‘age-restricted’, but the platform
relies on self-verification, meaning kids can
get around the rules with a fake date of birth.
This could enable access to vulgar, violent &
dangerous videos.

USERS CAN PRIVATELY
CONTACT YOUR CHILD

When your child is signed-in to YouTube
with their Gmail account, there are
various ways they can send & receive
messages. This could be via the
messages icon, or via the ‘About’ tab.
There is scope here for users who your
child does not know to make contact.

Around a quarter of children have experienced online
abuse, according to Ofcoms 2019 “Online Nation”
report. Figures show that 23% have been rbullied,
39% subjected to abusive language and a fifth have
been trolled. On Facebook, teenagers can recelve
communlication In a number of ways, from private
messages In Messenger to public comments on
profiles, pages and posts to pages or groups set up just
to torment a victim. Exclusion from pages or groups to
cause the victim to feel left out has also been seen.

Facebook encourages you to share b e
“what’'s on your mind” but children

need to be aware of what they're

revealing about themselves online.

Face allows users to share their

location, create live videos and

much more. Some photos can be

traced using file data, too, so it's

important to keep a tight group and
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In a recent report by the RSPH, Instagram was ranked the
worst for young people’s mental health. Using filters on
photos on Ins(n?ram can set unrealistic expectations and
create feelings o madequ:r Children may strive for more
'likes' by using realistically edited photos. Judging
themselves against other users on the app might threaten
their confidence or self-worth. In early 2019, Instagram
boss Adam Mosseri promised to ban images of self-harm,
following the suicide of 14-year-old Molly Russell, who had
reportedly been looking at such material on the platform.
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REC

Live streaming on In
andfollomuin time and comment on videos durin
broadcast, but this feature can be turned off. If your child's

account is only their approved followers can see their
story. It's important to note they may have accepted a friend
nﬁﬁmm&qmm , which means they could
streaming to strangers. Children also risk sharing content
they later regret, which could be re-shared online for years to
- come. Public accounts allow to view, so we suggest
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